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COVID-19 AND CONTINUITY: THE ROLE OF ISO 22313:2020 
INTRODUCTION 

This document has been prepared to support the BSI webinar on 9th April 2020 

It includes extracts from ISO 22313:2020 that I consider to be suitable and relevant to assisting 
organizations to deal with the current COVID-19 pandemic. I have used the questions posed during 
my presentation as headings and placed below them, text from ISO 22313:2020 with minor 
modifications to get across key points that are relevant to the current situation 

In all cases, I strongly recommend that you use the clause references next each heading to locate and 
read the original ISO 22313:2020 text 

Malcolm Cornish FCA FBCI 
7th April 2020 

WHAT IS BUSINESS CONTINUITY? 
ISO 22313:2020 Clause: 0.6 Business continuity 

3.3 
business continuity 
capability of an organization (3.21) to continue the delivery of products and services (3.27) within 
acceptable time frames at predefined capacity during a disruption (3.10) 

[SOURCE: ISO 22300:2018, 3.24, modified — The definition has been replaced.] 

A consequence of the pandemic is that for some organizations (e.g. hotels, airlines, restaurants), their 
products and services are no longer allowed because of the temporary social distancing legislation. An 
organization in such a position may need to focus on its ‘operations and services in pursuit of its 
objectives, goals or mission1’ just to survive 

A key difference between business continuity and other risk management and risk related disciplines is 
that it does not rely on past information or ‘in-vogue’ issues to predict the future. It is based on 
assessment of the impacts that might arise if an organization stops performing its normal activities 

Business continuity requires an organization to look at its specific and unique circumstances and come 
up with solutions to ensure that it can look after its people and stay in business whatever happens 

                                                 
1 ISO 22313:2020 Clause 0.6: ‘the word business” is used as an all-embracing term for the operations and services 
performed by an organization in pursuit of its objectives, goals or mission. As such, it is equally applicable to 
large, medium and small organizations operating in industrial, commercial, public and not-for-profit sectors. 
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HOW DOES BUSINESS CONTINUITY DEAL WITH PANDEMICS? 
ISO 22313:2020 Clause: 0.6 Figure 3 

 

There will be many organizations that have implemented business continuity and thought about pandemics but 
never envisaged that the effects would escalate as they have done and result in a shutdown of the economy. 
Many of the solutions that have been put into place may not be viable in these circumstances but may be 
adaptable 

When it comes to an incident that has a gradual onset, there is time available to catch up on preparatory work 
and for organizations to minimise impacts and survive. It will also stand them in good stead when they eventually 
move forward into the ‘next normal’ 

WHY USE A MANAGEMENT SYSTEM APPROACH? 
ISO 22313:2020 Clause: 0.3 Plan-Do-Check-Act (PDCA) cycle 

A management system provides the framework for organizations to establish their capability to 
operate during disruptions. Adopting a management system approach results in improved 
understanding of the organization’s internal and external relationships, better communication with 
interested parties and the creation of a continual improvement environment 

At a high-level, the plan-do-check-act cycle enables the organization to plan, establish, implement, 
operate, monitor, review, maintain and continually improve its business continuity 
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HOW CAN ISO 22313:2020 HELP? 
ISO 22313:2020 Clause: 0.2 Benefits of a BCMS 

ISO 22313:2020 provides detailed guidance on the following, all of which will assist your organization 
to cope with the COVID-19 pandemic and emerge successfully: 

Clause 4 (“context of the organization”) involves: 

● reviewing strategic objectives 
● reconsidering the needs, expectations and 

requirements of interested parties 
● being aware of applicable legal, regulatory 

and other obligations 

Clause 5 (“leadership”) involves: 

● reconsidering management roles and 
responsibilities 

● promoting a culture of continual 
improvement 

● allocating responsibility for performance 
monitoring and reporting 

Clause 6 (“planning”) involves: 

● re-examining risks and opportunities in order 
to address and take advantage of them 

Clause 7 (“support”) involves: 

● establishing effective resource management 
including managing competence 

● improving employee awareness of matters 
that are important to the organization 

● having effective mechanisms for internal and 
external communications 

● managing documentation effectively 

 

Clause 8 (“operation”) involves consideration of: 

● the unintended consequences of change 
● business continuity priorities and 

requirements 
● dependencies 
● vulnerabilities from an impact perspective 
● risks of disruption and identifying how best to 

address them 
● alternative solutions for running the business 

with limited resources 
● effective structures and procedures for 

dealing with disruptions 
● responsibilities to the community and other 

interested parties 

Clause 9 (“performance evaluation”) involves: 

● putting in effective mechanisms for 
monitoring, measuring and evaluating 
performance 

● the participation of management in 
performance evaluation 

Clause 10 (“improvement”) involves: 

● setting up procedures for improving 
effectiveness 

● identifying ways to achieve continual 
improvement 

 

DOES OUR ORGANIZATION NEED TO CHANGE? 
ISO 22313:2020 Clause: 4 Context 

The organization should evaluate and understand the external and internal issues (including positive 
and negative factors or conditions for consideration) that are relevant to its overall objectives, its 
business, and the amount and type of risk that it may or may not take 
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HOW IS THE PANDEMIC AFFECTING US? 
ISO 22313:2020 Clause: 4.1 Organization and its context 

The organisation's external context can include: 

● the political, legal and regulatory environment, whether international, national, regional or local 
● social and cultural aspects 
● the financial, technological, economic, natural and competitive environment 
● supply chain commitments and relationships (see also ISO/TS 22318) 
● relationships with, and perceptions and values of, interested parties outside the organization 
● communication channels, including social media, used to ascertain and form such relationships 

The organisation's internal context can include: 

● products and services, activities, resources, supply chains and relationships with the workforce 
● resource and knowledge capabilities (e.g. capital, time, people, processes, technologies) 
● information and data (physical and electronic) 
● decision-making processes (formal and otherwise) 
● interested parties within the organisation, including internal suppliers [see also ISO/TS 22318] 
● opportunities and business priorities 
● perceptions, values and culture 
● standards and reference models adopted by the organization 
● structures (e.g. governance, roles, accountabilities) 
● communication channels used to exchange information internally (e.g. social media) 

WHAT DO OUR STAKEHOLDERS EXPECT? 
ISO 22313:2020 Clause: 4.2 Interested parties 

The organization owes a duty of care to a wide range of people within and outside the organization 
(see also ISO/TS 22330). The organization should ensure that the needs and requirements of all 
interested parties are taken into consideration (see table below) 
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WHAT BOUNDARIES DO WE NEED TO SET? 
ISO 22313:2020 Clause: 4.3 Scope 

The purpose of determining scope is to ensure coverage of all relevant products and services, 
activities, locations, resources, suppliers and other dependencies 

The scope should address identified issues, requirements of interested parties, and the organization’s 
mission, goals and obligations 

The organization should set out the scope in a statement in a manner and in terms that are 
appropriate to the organization’s size, nature and complexity. The statement should be made available 
to interested parties 

WHO WILL TAKE THE LEAD? 
ISO 22313:2020 Clause: 5 Leadership 

All levels of management throughout the organization should demonstrate leadership and 
commitment to their areas of responsibility 

WHAT WILL MANAGEMENT DO? 
ISO 22313:2020 Clause: 5.1 Leadership and commitment 

Top management 

● assigning managerial roles and ensuring they are fulfilled 
● establishing policy 
● appointing persons with the appropriate authority and competencies to be responsible and 

accountable for performing key roles 
● making available the necessary resources, including appropriate levels of funding 
● promoting continual improvement 
● ensuring that the intended outcomes are achieved 
● providing other levels of management with support that enables them to demonstrate the 

leadership and commitment applicable to their areas of responsibility 

Other managerial levels 

● establishing objectives that are compatible with the organization’s revised objectives 
● adapting the organization’s business processes as necessary 
● displaying awareness of applicable legal, regulatory and other requirements 
● establishing roles, responsibilities and competencies 
● achieving intended outcomes 
● conducting audits 
● conducting effective management reviews 
● directing and supporting improvements 
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HOW CAN WE CONVEY TOP MANAGEMENT’S INTENTIONS? 
ISO 22313:2020 Clause: 5.2 Policy 

Top management should define policy in terms of the organization’s objectives and obligations 

The policy should: 

● be a concise, high-level statement of top management’s intention and direction 
● be appropriate to the organization (e.g. its size, nature, complexity, environment and culture) 
● provide a framework for objective setting 
● include a clear commitment to satisfying legal, regulatory and other obligations 
● include commitment to continual improvement 
● specify scope and boundaries, including limitations and exclusions 
● identify authorities and delegations required, including the person or persons responsible 
● include references to standards, guidelines, regulations and policies 

WHO WILL DO WHAT? 
ISO 22313:2020 Clause: 5.3 Responsibilities and authorities 

A member of top management should have overall responsibility and accountability 

Top management should assign and communicate responsibilities and authorities that may include 
appointing other bodies (e.g. a steering committee) to oversee the implementation and ongoing 
monitoring 

WHAT PLANS DO WE NEED TO MAKE? 
ISO 22313:2020 Clause: 6. Planning 

To obtain assurance that intended outcomes can be achieved, prevent or reduce undesired effects and 
achieve continual improvement, there needs to be a coordinated and cohesive plan that identifies: 

● clear objectives 
● the work to be performed 
● the people and other resources required 
● target dates for completion 

WHAT ARE THE RISKS AND OPPORTUNITIES? 
ISO 22313:2020 Clause: 6.1 Risks and opportunities 

The organization should determine actions to address identified issues and the needs and 
expectations of interested parties, taking into account risks and opportunities and their potential 
impacts. Risks and opportunities can arise, for example, from: 

● a lack of leadership and commitment from top management 
● insufficient funding leading to an ineffective response 
● poor documentation 
● a lack of people with the required competence 
● inadequate management review 
● an inability to break into new markets 
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The planned actions to address risks and opportunities should be designed, as far as possible, to: 

● prevent unintended outcomes 
● take advantage of opportunities for improvement 
● achieve integration into established processes 
● ensure that documentation will be available to evaluate if the actions have been effective 

HOW SHOULD OUR OBJECTIVES CHANGE? 
ISO 22313:2020 Clause: 6.2 Objectives and plans to achieve them 

The organization should establish objectives for implementing and maintaining the required changes. 
These should be in line with organisation's overall objectives and include identifying responsibilities 
and setting appropriate and realistic targets for completion. Planning should be communicated 
throughout the organization. Implementation progress should be monitored and documented 

As the situation evolves, the plan should be reviewed and updated regularly 

WHAT ARE WE GOING TO NEED? 
ISO 22313:2020 Clause: 7. Support 

The organization should determine and ensure availability of the resources needed to: 

● achieve its business continuity policy and objectives 
● meet the changing requirements of the organization 
● provide for the on-going operation and continual improvement 

Resources should be available in a timely and efficient manner 

IN TERMS OF PEOPLE AND OTHER RESOURCES?  
ISO 22313:2020 Clause: 7.1 Resources 

When identifying the resources, the organization should make adequate provision for: 

● people and people-related resources, including: 

 the time necessary to fulfil roles and responsibilities 
 training, education and awareness 
 management of personnel 

● facilities, including appropriate work locations and infrastructure 
● IT and communication systems 
● management and control of documentation 
● communication with interested parties 
● finance and funding. 

Resources and their allocation should be reviewed periodically in order to ensure their adequacy. It 
may be appropriate to involve top management in this review 
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WHAT SKILLS AND KNOWLEDGE MUST PEOPLE HAVE? 
ISO 22313:2020 Clause: 7.2 Competence 

The organization should establish an appropriate and effective system for managing competence of 
persons undertaking work under its control 

Management should determine the competence required for every role and responsibility in terms of 
the awareness, knowledge, understanding, skills and experience needed to fulfil them 

All persons assigned roles within the organization should have the required competence and be 
provided with training, education, development and other support needed to maintain it 

HOW DO WE GET EVERYONE ON BOARD? 
ISO 22313:2020 Clause: 7.3 Awareness 

The organization should ensure that all persons working under its control (e.g. staff, contractors, 
suppliers) are aware of the policy and objectives. Such persons should also understand: 

● how to reduce the likelihood of disruptions and their role with regard to incident detection, 
mitigation, self-protection, evacuation, response, continuity and recovery 

● the importance of conforming with policy and procedures 
● dependencies on suppliers and outsource partners and any associated risks 
● the implications of changes to the operation of the organization 
● how they can contribute to improving business continuity and the associated benefits 
● their role and responsibility in relation to conformity with requirements 

WHAT ARE WE GOING TO TELL THEM? 
ISO 22313:2020 Clause: 7.4 Communications 

There should be communications that enable the organization to respond to the needs and 
expectations of interested parties. For communication to be effective, the organization should 
determine and, where appropriate, establish criteria for determining the following: 

● On what it will communicate: Communication can be needed depending on the nature of the 
organization and situation. Some organizations, for example, have legal or regulatory 
obligations to communicate 

● When communication should take place: There can be thresholds beyond which it becomes 
imperative for the organization to communicate and the organization’s context can dictate how 
frequently communication should take place 

● With whom it will communicate: All interested parties will require communication from time to 
time, so it is important to determine for each interested party, the circumstances in which 
communication will be needed and the communication priorities 

● The means of communication: Determining in advance the methods, tools and channels of 
communication, including alternatives, will enable the organization to communicate effectively 

● The persons to execute the communication: The organization should identify spokespersons to 
represent the organization and designate specific people to be points of contact for 
communication 
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WHAT RECORDS ARE WE GOING TO NEED TO KEEP? 
ISO 22313:2020 Clause: 7.5 Documented information 

Documented information provides evidence of conformity to requirements and the effective operation 
of the management system 

The term “procedure” means a specified way to carry out an activity or a process. A “documented 
procedure” means that the procedure should be established and maintained on a suitable medium 

The following should be documented: 

● Context 
● Legal and regulatory requirements  
● Scope and exclusions  
● Policy  
● Objectives and planning  
● Competence  
● Business impact analysis and risk assessment  
● Business continuity strategies and solutions  
● Business continuity plans and procedures  
● Performance evaluation  
● Internal audit  
● Management review  
● Nonconformity and corrective action  

In the context of a pandemic, the following 
documentation may also be helpful: 

● Customer contracts and SLAs 
● Basis for determining and selecting business 

continuity solutions 
● Incident response overview 
● Awareness programme 
● Workforce communications (e.g. alerts, 

newsletters, meeting notes) 
● Supplier contracts and SLAs  
● Post-incident reports 

WHAT NEEDS TO BE REASSESSED? 
ISO 22313:2020 Clause: 8 Operations 

An organization achieves its purpose by continuing its business. It is important therefore to create an 
understanding of the adverse impact over time of disrupting the activities that support its business. It 
is also important to understand the inter-relationships and resource requirements of these activities 
and the threats to them 

The organization should implement and maintain processes that systematically analyse the business 
impacts and assess the risks of disruption, the outcomes of which enable the organization to identify 
business continuity strategies and solutions. The analysis of business impacts and assessment of risks 
should be reviewed at planned intervals and when there are significant changes within the 
organization or the context in which it operates 

Business impact analysis enables the organization to assess the impact of disrupting the activities that 
support its business. This enables the organization to prioritize their resumption. Performing a risk 
assessment of these activities enables the organization to understand the risks and manage them 

The outcome of business impact analysis and risk assessment enables the organization to determine 
appropriate parameters for its business continuity strategies and solutions 



COVID-19 AND CONTINUITY: THE ROLE OF ISO 22313:2020  

COVID-19 and continuity (002).docx Page 10 of 18 

HAVE OUR PRIORITIES CHANGED AND, IF SO, HOW? 
ISO 22313:2020 Clause: 8.2.2 Business impact analysis 

An analysis of business impacts enables the organization to set priorities for resuming activities that 
have been disrupted. Its main purpose is to enable the organization to identify priority activities that 
could need urgent action when they have been disrupted because failure to resume them quickly 
could result in unacceptable levels of adverse impact. It is possible that activities other than those 
needing to be recovered quickly will need to be treated as priority. For example, an activity that does 
not need to be resumed for six months but would take a minimum of eight months to resume would 
be a priority activity. Priority activities can therefore also be regarded as activities that can require 
business continuity solutions to be in place before they are disrupted  

The analysis of business impacts enables the organization to determine the adverse impacts that 
disruptions would have on its operations and prepare, as an outcome, a statement and a justification 
of business continuity requirements 

The analysis also enables the organization to: 

● obtain an understanding of its business and the activities that deliver it 
● determine priorities and time frames for resuming business 
● identify the resources that could be required for continuity and recovery 
● identify dependencies (both internal and external) 

The process for analysing business impacts should be used to determine business continuity priorities 
and requirements 

WHAT PROTECTION IS NEEDED FOR OUR PRIORITY ACTIVITIES? 
ISO 22313:2020 Clause: 8.2.3 Risk assessment 

The purpose of the risk assessment is to enable the organization to assess the risks of priority activities 
being disrupted so that it can take appropriate action to address these risks 

HOW CAN WE RECOVER OUR PRIORITY ACTIVITIES IF THEY ARE DISRUPTED? 
ISO 22313:2020 Clause: 8.3 Strategies and solutions 

Business continuity strategies and solutions: 

● enable business resumption within the required time frames and at an acceptable capacity 
● identify capabilities that the organization can implement to mitigate disruption-related risks 

The identification of business continuity strategies and the selection of business continuity solutions 
should be based on the business impact analysis (see 8.2.2) and the risk assessment (see 8.2.3), taking 
into consideration the associated costs. 

The organization should have in place procedures for identifying and selecting business continuity 
strategies and solutions, including review and approval of recommended solutions. The organization 
should consider options that can be implemented before, during and after a disruption. 
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HOW SHOULD WE SET UP? 
ISO 22313:2020 Clause: 8.4 Plans and procedures 

The organization should have a response structure supported by business continuity plans and 
procedures for: 

● controlling the response to the disruption 
● communicating effectively with interested parties 
● utilizing business continuity solutions to resume activities within their RTOs. 

A plan comprises one or more procedures. Collectively, plans and procedures should: 

● identify the immediate steps to be taken and assist with timely decision-making 
● be sufficiently flexible to accommodate unanticipated threats and changeable situations 
● focus on the anticipated impacts of disruptions 
● align with the business continuity solutions selected by the organization to minimize impacts 
● clearly identify roles and assign responsibilities for all tasks to be undertaken. 

WHAT TEAM STRUCTURE NEEDS TO BE IN PLACE? 
ISO 22313:2020 Clause: 8.4.2 Response structure 

An effective response structure enables organizations to detect events, identify incidents and 
determine if they are likely to lead to disruption. The organization should develop an effective 
structure for responding to disruptions, regardless of cause. If there is no agreed and documented 
structure in place, it is unlikely that the organization will be capable of responding effectively to 
disruption and resuming disrupted activities within the necessary time frames. 

The incident response structure should clearly identify: 

● the teams responsible for responding to incidents and resuming activities 
● the team hierarchy 
● the roles and responsibilities of the teams. 

The response structure should be simple and capable of being formed quickly. It should provide 
mechanisms that ensure the timely communication of information and decisions and consider: 

● the existing management structure 
● the organization’s nature, culture, scale, complexity and process infrastructure 
● the business continuity solutions selected 
● the organization’s business continuity requirements 
● any perceived threats to the organization. 

Larger or complex organizations may need to establish separate teams to focus on different aspects of 
the incident. In smaller organizations, it can be feasible for one team to handle an incident, but it 
should never be the responsibility of a single individual. 
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WHAT DOCUMENTS ARE NEEDED? 
ISO 22313:2020 Clause: 8.4.4.2 Coverage 

Collectively, business continuity plans should address all aspects of responding to an incident and 
should be specific to the teams that will use them. It may therefore be beneficial to: 

● involve a wide range of personnel, including specialist teams, in the development of business 
continuity plans 

● use feedback from exercising and draw on lessons learned from previous disruptions. 

Timescales and performance levels should be based on the information gathered during the business 
impact analysis (see 8.2.2) and the selection of business continuity strategies and solutions (see 8.3.3) 

WHAT SHOULD THEY CONTAIN? 
ISO 22313:2020 Clause: 8.4.4.3 Content and usability 

Each business continuity procedure should identify its purpose, scope and objectives in a form that is 
clear to the teams that use it. Links to other required or relevant documented procedures or 
documents should be clearly stated and the method of obtaining and accessing them described. Each 
procedure should also include: 

● activation criteria and procedures 
● implementation procedures 
● communication requirements and procedures 
● internal and external interdependencies and interactions 
● resource requirements 
● reporting requirements 
● information flow and documentation processes. 

WHAT COMES FIRST? 
ISO 22313:2020 Clause: 8.4.3 Warning and communication 

Handling initial communications effectively from the outset of a disruption can make a huge difference 
to the effectiveness of the organization’s response. Effective communication can only be achieved if 
the organization is clear on what, when, with whom and how to communicate. The organization should 
therefore establish documented procedures for the following warning and communication-related 
actions and identify who will be responsible for performing them: 

● internal communication between different levels and functions within the organization, 
including within the response structure 

● alerting interested parties and receiving, documenting and responding to communications from 
them (this can include emergency contacts of employees) 

● ensuring that communication equipment and facilities are available 
● facilitating structured communication with emergency responders 
● managing the organization’s response to the media and ensuring that it aligns with the 

organization’s communications strategy 
● recording vital information about the incident, actions performed, and decisions taken. 
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The organization should ensure that effective procedures and facilities are in place for receiving, 
documenting and responding to warnings, alerts and external communications from national or 
regional risk advisory systems or equivalent. Some organizations may need to establish dedicated or 
ad hoc facilities located sufficiently far from the affected site that their operation will not be impeded 
by the incident. Special arrangements can be required for those with specific needs (e.g. the elderly 
and those with disabilities). For guidance on the dissemination of warnings, including information 
content and communication channels, refer to ISO 22322 

HOW SHOULD WE RESPOND INITIALLY? 
ISO 22313:2020 Clause: 8.4.4.2.2 Responding to incidents 

Actions for dealing with potential business disruption should include: 

● responding to and assessing the incident, including: 

 determining what happened and how it occurred 
 identifying the parts of the organization and interested parties potentially affected 
 managing the immediate consequences (e.g. personal welfare, environment) 
 trying to anticipate the duration of the incident and the likely impacts 

● consideration of options for responding to the incident, and preventing further loss or damage 
● declaring an incident and activating the procedures when activation criteria have been met 
● mobilizing incident response teams 
● establishing a central location for managing and controlling the incident (command centre) 
● prioritizing issues and activities to be undertaken 
● control and coordination 
● activating or establishing alternate sites for IT and other infrastructure, and activities 
● monitoring the incident as it progresses 
● ensuring good governance and maintaining adequate and secure documentation 

HOW CAN WE MAKE SURE THAT WE STAY ON TRACK? 
ISO 22313:2020 Clause: 8.4.4.4 Incident/strategic management 

The aim of incident management is to ensure that the organization’s response to a disruption is 
effective at a strategic level 

The procedures should include the basis for managing all possible issues facing the organization 
during an incident, including those related to interested parties, and should address all facilities that 
the team managing the incident and other response teams could need 



COVID-19 AND CONTINUITY: THE ROLE OF ISO 22313:2020  

COVID-19 and continuity (002).docx Page 14 of 18 

WITH WHOM SHOULD WE COMMUNICATE? 
ISO 22313:2020 Clause: 8.4.4.5 Communications 

Communications that will be delivered and received during the incident should be managed and 
coordinated. Procedures should contain: 

1. guidance on communication with all interested parties including relatives of employees 
2. details on the organization’s media response following an incident, which may include: 

a. the incident communications strategy 
b. preferred interface with the media 
c. a guideline or template for drafting a statement for the media 
d. appropriate numbers of authorized, trained and competent spokespeople 

It is important that the timing and content of internal and external communications is consistent. To 
build confidence, trust and motivation, internal communication is a priority. 

WHAT ELSE SHOULD WE FOCUS ON? 
HOW DO WE KEEP PEOPLE SAFE AND MAINTAIN MORALE? 

ISO 22313:2020 Clause: 8.4.4.6 Safety and welfare 

Organizations have a duty of care to employees, contractors, visitors and customers where an incident 
poses a direct risk to life, livelihood and welfare. Special attention will need to be paid to any groups 
with physical and learning disabilities or other specific needs (e.g. pregnancy, temporary disability due 
to injury). Planning in advance to meet these requirements can reduce risk and reassure those affected. 
The long-term impacts of incidents cannot be underestimated. The organization should develop 
appropriate solutions, including consideration of relevant social and cultural issues, to promote 
physical and psychological recovery within the organization 

HOW CAN WE MAINTAIN SECURITY AND USE WHAT WE ALREADY HAVE? 
ISO 22313:2020 Clause: 8.4.4.7 Salvage and security 

The organization may prepare documented procedures that address salvage and security and include 
guidance on: 

● salvage priorities for facilities, equipment (including ICT systems) and documented information 
(taking into consideration information security and privacy requirements) 

● security of the premises once handed over by the emergency services 

The organization may appoint specialist salvage contractors in advance of the incident. Effective 
salvage of facilities, equipment and documented information can limit impacts and enable a more 
rapid return to business as usual 
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HOW DO WE KEEP OUR PRIORITY ACTIVITIES GOING? 
ISO 22313:2020 Clause: 8.4.4.8 Resume prioritized activities 

Procedures should specify: 

● the prioritized activities to be resumed 
● the timescales within which they are to be resumed 
● capacities at which prioritized activities are to be resumed 
● the situations in which the procedure may be utilized 

Each procedure should detail, where appropriate, the resources required at different points in time to 
achieve the objectives. This may include: 

● resource numbers 
● skills and qualifications 
● technical equipment 
● telecommunications facilities 
● the availability of resources contracted, agreed through mutual aid or likely to be available 

HOW WILL WE MAINTAIN OUR ESSENTIAL IT SUPPORT SYSTEMS? 
ISO 22313:2020 Clause: 8.4.4.9 ICT systems 

The procedures for resuming activities should identify the ICT systems on which their resumption relies 
and should reference any ICT continuity procedures that exist 

ICT continuity procedures, if any, should address, at minimum: 

● invocation of the required ICT response and deployment of ICT personnel 
● accessing back-up data and acquiring alternative service provision 
● restoration of data, information services, communications and support 
● the timetable of availability and capacity requirements allowing activities to meet their RTOs 

HOW DO WE EVALUATE OUR PERFORMANCE? 
ISO 22313:2020 Clause: 9.1 Monitor, measure, analyse, evaluate 

Procedures for monitoring, measuring, analysing and evaluating performance and effectiveness should 
include: 

● determining the methods, including: 

 specifying what is to be monitored and how, when and by whom it should be performed 
 setting performance metrics, including qualitative and quantitative measurements that are 

appropriate to the organization and ensure valid results 
 recording data and results to facilitate subsequent corrective action analysis 

● examining historical evidence 
● monitoring the extent to which policy and objectives are met 
● measuring compliance with applicable statutory and regulatory requirements 
● monitoring nonconformity and other evidence of deficient performance 
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WHAT SHOULD WE MONITOR AND HOW WILL WE MEASURE OUR PROGRESS? 
ISO 22313:2020 Clause: 9.1.3 Performance evaluation 

The organization should use performance indicators to evaluate performance and effectiveness, and 
outcomes in order to identify successes and areas requiring correction or improvement. The data 
obtained can be used to identify patterns and to enable the organization to obtain information 
regarding performance 

WHO CAN GIVE US AN INDEPENDENT VIEW? 
ISO 22313:2020 Clause: 9.2 Internal audit 

The organization should conduct internal audits at planned intervals to assess performance 

Internal audits provide a mechanism for identifying opportunities for improvement and measuring the 
extent to which objectives are being achieved. Internal audits should be conducted at planned 
intervals to determine and provide the basis for continual improvement 

WHAT FEEDBACK DO WE NEED FROM MANAGEMENT? 
ISO 22313:2020 Clause: 9.3 Management review 

Top management should review the organization’s BCMS, at planned intervals, to ensure its continuing 
suitability, adequacy and effectiveness, including the effective operation of its continuity procedures 
and capabilities 

Management review should include appraisal of: 

● the status of actions from previous reviews 
● the performance of the management system, including trends apparent from nonconformities 

and corrective actions, the results of monitoring and measurement, and audit findings 
● changes to the supply chain and effectiveness of supply chain continuity arrangements 
● other changes to the organization and its context (see 4.1) and feedback from interested parties 

(see 4.2) that could impact the management system 
● opportunities for continual improvement 

HOW DO WE KEEP IMPROVING? 
ISO 22313:2020 Clause: 10.0 Improvement 

The organization should determine opportunities for improving the management system and 
implement the actions necessary to achieve its intended outcomes 
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WHAT'S GOING WRONG AND HOW DO WE FIX IT? 
ISO 22313:2020 Clause: 10.1 Nonconformity and correction 

The organization should identify nonconformities, take action to control, contain and correct them, 
deal with their consequences and evaluate the need for action to eliminate their causes.  

The organization should establish effective procedures to ensure the identification of: 

● the non-fulfilment of a requirement 
● an ineffective planning approach 
● weaknesses associated with the management system 

Once identified, these should be acted upon in a timely manner to prevent further occurrence of the 
situation, as well as to identify and address root causes. The procedures should enable ongoing 
detection, analysis and elimination of actual and potential causes of nonconformities 

Nonconformities should be identified and dealt with in a timely manner, as should the corrective 
actions that address them. The corrective actions may originate from a well-defined nonconformity 
statement that clearly states the problem and is understood 

HOW CAN WE BECOME EVEN MORE EFFECTIVE? 
ISO 22313:2020 Clause: 10.2 Continual improvement 

Continual improvement requires a process that identifies opportunities and a process to manage them. 
The continual improvement process should follow the same basic process as used for corrective 
actions and should include the following: 

● identify what to address and the present condition (room for improvement) 
● identify the present process and controls 
● determine what changes to implement (improvement) 

Corrective actions address deficiencies in the management system and ensure that it functions as 
intended, while continual improvement takes it to a higher level of efficiency and effectiveness 

END 
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COVID-19 AND CONTINUITY SYNOPSIS 

Malcolm Cornish, who led the development of the standard ISO 22313:2020, introduces this new 
edition and looks for answers to key questions that will enable organisations to: 

● assess the issues they are facing 
● put together a coherent and cohesive plan for adapting to new realities 
● support the well-being of the workforce and ensure the organisation's survival 
● ensure that the necessary checks and balances are in place 
● look for ways to improve beyond coronavirus 

Rick Cudworth will take time out from advising many clients to explain how the concepts set out in the 
Standard are being applied in practice. He will look at how continuity and resilience-based planning 
techniques can help through the expected 6, 12 and 18 month ‘waves of disruption’ using three 
scenarios in which: 

● the current restrictions are still in place 
● there is some relaxation of the current restrictions 
● there is a move away from restrictions 

He will provide guidance on how organisations can ‘ride the waves’ whilst ensuring safe, flexible and 
resilient operations throughout 
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